9th International Symp. on Software Reliability Engineering, ISSRE ’98, Paderborn, Germany' 1998 IEEE. Personal use of this material is permitted. However, permission to reprint/republish this material foradvertising or promotional purposes or for creating new collective works for resale or redistribution to servers or lists, or toreuse any copyrighted component of this work in other works must be obtained from the IEEE.Comparing the Effectiveness of Testing Methods in ImprovingPrograms: the Effect of Variations in Program QualityMichele Pizza Lorenzo StriginiCentre For Software ReliabilityCity University, London, EnglandAbstractWe compare the efficacy of different testing methods forimproving the reliability of software. Specifically, we usemodelling to compare "operational" testing, in which testcases are chosen according to their probability of occurringin actual use of the software, against "debug" testingmethods, in which the testers look for test cases whichthey consider likely to cause failure, or that satisfy somecoverage criterion.We base our comparisons on the reliability reached bythe program at the end of testing. Differently fromprevious studies, we consider the probability distributionof the achieved reliability, and thus the probability ofsatisfying specific requirements, rather than just theaverage reliability achieved. We take account of twosources of variation: the variation between the actual testhistories that are possible for a given program and a giventest method; and the fact that different programs starttesting with different faults and initial reliability levels.By necessity, we use very simplified models of reality.Yet, we can show some interesting conclusions withimportant practical consequences. In general, there arestronger arguments in favor of operational testing thanprevious studies have shown.1.˚IntroductionWe are interested in testing as a means for improvingthe reliability of delivered software. Testing is commonlyconsidered essential for achieving adequate reliability, byremoving bugs before delivering a product, but is anexpensive activity.There is demand for systematic testing methods (i.e.,criteria for choosing test cases and possibly stoppingrules), giving some guarantee of thoroughness and cost-effectiveness. Popular methods include those thatsystematically select test cases that are considered likely toproduce failure (e.g., boundary case testing), and those thataim at a high "coverage", e.g. of parts of the code or of thespecification. We will call these methods, collectively,"debug" testing methods, and compare them with what wecall "operational" testing: choosing test cases to bestatistically representative of intended use of the software.Advocates of operational testing can point to thesemain advantages:¥it tends to discover defects which would cause frequentfailures before those that would cause less frequentfailures. So, it focuses correction efforts in the mostcost-effective way and may deliver better software for agiven debugging effort;¥it facilitates the automation of the test process, thusallowing more testing at acceptable cost than manualtesting would allow;¥it directly supports estimates of reliability, and thusdecisions on whether the software is ready for deliveryor for use in a specific system. This feature is unique tostatistical testing.Advocates of "debug" testing methods can point outthat an experienced human tester must be better than merechance at finding bugs. A tester using a debug testingmethod (called the "debugger" in the rest of this paper)will tend to choose test cases that are very likely to causefailures, if bugs are present in the program.Clearly, which method is actually better in a specificcase must depend on whether the debuggers’ intuition, ifindeed better in finding bugs than mere random choice oftest cases, guides them to discover those bugs thatcontribute heavily to unreliability, so that the correctioneffort is cost-effective.Several authors have published comparisons betweenclasses of testing methods [1-9]. Experimentalcomparisons have been inconclusive so far. Amongcomparisons based on modelling, we think the mostadvanced so far is in [8, 9], to which we refer the reader formore extensive background material and whose analysiswe seek to extend.Most previous studies of the effectiveness of testingmethods used the probability of causing a failure, and thusfinding a defect, as a measure of the effectiveness of a testseries. This seems inappropriate when considering testingas a means for improving the software: what really mattersis the reliability of the delivered software, hence theimprovement that is obtained by applying the giventesting method. Frankl and co-authors [8, 9] (and,previously, [10]) instead adopted as a measure of testeffectiveness the increment in reliability that would beobtained with a given number of tests. Papers [8, 9] showthat the choice between testing methods depends on rathersubtle details of the assumed scenarios; and that debug

2testing methods that appear promising because of theirability to detect many faults may well be vastly inferiorto operational testing, unless they preferentially discoverthe more important faults.Most of the results published so far concernedcomparisons of the expected values of the reliabilityachieved by testing. In this paper, we study thedistribution of the achieved reliability, i.e., theprobabilities of achieving specified reliability levels.

Method A (solid line): E(Q)=0.01; P(Q>0.025)=0.04Method B (dashed line): E(Q)=0.015; P(Q>0.025)=0.00082

Density function00.0250.05Cumulative distribution function

00.20.40.60.81Required upper bound on QFig. 1: Trade-off between average resultsand consistency of results in twohypothetical statistical distributions of thefailure rates (Q) obtained after testing.Comparing expected values is potentially misleading.In reality, the history of testing in a specific project willdiffer from all others. The reliability achieved on averagemay well matter less than the predictability of the results.For instance, of the two hypothetical methods shown inFig. 1, method A delivers better average reliability, butmethod B is more dependable, as it has a smaller "tail" ofprograms that are worse than a required bound.There are actually two main sources of variation amongthe results obtained by applying a given method:-first, in the application of a given method to a givenprogram, we can consider the factors that might differbetween two applications of the method, e.g.: differentchoices of tests by different testers, different randomeffects in the testing environment (e.g. load), and thefact that the tester[s] may react differently to observinga failure, in terms of how they will proceed to look forthe fault and attempt to repair it. Most previousinvestigations have considered this scenario;-another source of uncertainty, though, is that a testingmethod chooses test cases on the basis of somecharacteristics of a program, but cannot be specializedto the individual program actually being tested. Forinstance, if one tests for coverage of features in aspecification document, the same choice of tests appliesto all programs that nominally satisfy the samespecification; a debugger, having to choose a testwithin the constraints specified by a testing method,will choose a test for its presumed efficacy at detectingpossible faults in that specific program, based ongeneral experience with similar programs. Butprograms which share these general outwardscharacteristics will normally differ in the faults theycontain, and the testing method will thus achievedifferent levels of reliability in different programs. Wemight thus have that testing method A tends to bemuch better than method B if the program happens tocontain certain bugs, but worse than B if the programhas bugs of a different kind. The program characteristicsthat drive the choice of test cases identify a wholepopulation of programs that might have been produced,with individual differences including different faults.The program actually tested is one of these programs,but the testers do not know which one. Decisions abouttesting must make allowance for this uncertainty.Statistically, these differences among the testinghistories that are possible with a given test method aredescribed as a probability distribution for the reliabilityachieved at the end of testing. Many scenarios arepossible, with bafflingly subtle variations. Just to give anexample, we may consider that the reliability of programsbefore testing has a given statistical distribution. Supposethat the dominant categories of bugs in programs werecorrelated with the program’s reliability. We might thenfind that a testing method is very good (statistically) atimproving bad programs, but ineffective on programs thatare already reasonably reliable; or that another testingmethod usually improves those programs that are alreadyrather good, but rarely improves the worse programs. Thelatter method would deliver programs that after testingvary more widely in reliability than they did beforetesting; the former method would instead reduce thisspread, thus making the software development processmore predictable and controllable.Our second source of variation was not usuallymodelled in previous studies of testing methods. Yet, it isimportant for at least two practical reasons:-if we model the testing process to gain general insight,so that we may understand which factors determinewhich method is more successful, we will normallymodel the ability of a tester as a probability of findingfaults in a program. But if we consider the variationamong programs, we will recognize that a good testeris one who achieves a good average score over allprograms that appear similar. The tester’s ability cannotbe calibrated on the faults of the specific program nowunder test, which are as yet unknown. The differencebetween effectiveness on the average program and onthe individual programs will be demonstrated by anexample in Section 5;-if we wish instead to use our models to predict theresults of different testing methods in a specificenvironment, we will first try to estimate modelparameters, describing the effectiveness of specificmethods, by experimental measures. If we measure the

3test process on a small sample of programs, we will betempted to judge those test inputs that do not revealdefects as "wasting" tests and thus lowering the valueof the testing method or of the tester. But ourconsiderations have shown that this would be wrong. Atest case which does not reveal any defect in a specificprogram A may well be a test case which would reveala fault frequently present in other programs similar toA. Any inference obtained from a small sample ofprograms needs to allow for the natural variationamong programs. The programs in the sample may bevery different from the "typical" program in thepopulation of similar programs. A "typical" programmay well not exist at all.This description of the variation in the testing processmay give an impression of hopeless complexity, such thatno general law and no directive for empirical investigationcan be found. We describe here preliminary attempts atexploring the problem and deriving useful conjectures, viaa few thought experiment. First, we propose models ofhow software faults are distributed in programs, and howtests find them, that account for specific, interestingaspects of reality. So, we can study the consequences ofthese aspects. For some models, we have been unable sofar to produce analytical solutions, so we describe singleexamples, solved numerically. We can thus discuss generalconjectures about the behavior of testing methods inpractice. Of course, our models ignore many aspects ofreality. It is important to decide whether our conclusionsare indeed due to those model assumptions that arerealistic, or are an artefact without a basis in reality. Evenwith these limitations, we think these models contributeto a better understanding of the phenomena to be studied.We hope that practitioners can use our conclusions indeciding how to proceed in their particular situations, andresearchers to guide experimental efforts.2.˚Terminology and assumptions2.1.˚Testing, faults, failuresIn the scenario we consider, a program is tested bygiving it a stimulus, and checking whether its reaction iscorrect. We call the stimulus test input, test case or justtest and the response output. This intuitively describes astate-less program which implements a function (in themathematical sense of the word), but can also representmore complex situations. For instance, for a controlsystem with a defined mission time, a whole mission canbe one test case; for a transaction-processing system, thestate of its data base must be considered as part of eachinput; etc. The set of all variables that affect oneinvocation of the program defines a multidimensional,discrete, Cartesian input space.If the program reacts correctly to a test, we call thisevent a success; if not, we call it a failure. Failures are dueto the presence of faults in the program. In discussions oftesting, faults (or "defects", or "bugs") are usually thoughtof as those parts of the code that are wrong. Thisdefinition does not allow a unique identification of thefaults in a program (in general, there are many differentcode changes which would all correct the same set ofincorrect behaviors), so we prefer to characterize aprogram’s faults via its failure set, defined as follows. Afailure point is a point in the input space of the program,such that the program behaves incorrectly on that input. Afailure region is any set of failure point that we thinkconvenient to consider together, e.g., all the failure pointsthat would be eliminated by a given fix. The failure set ofthe program is the set of all its failure points, i.e., theunion of all its failure regions.We describe the [un]reliability of a program in terms ofits failure rate (or failure probability), i.e., in this context,the probability that the program fails on an input if this ischosen at random from the input space, according to theprobability distribution that would be observed in actualoperation.2.2.˚Simplified model of program developmentWe need to model the evolution of a program during itshistory of testing and repair. We start with describing howfaults are inserted, and how failure behaviors vary over apopulation of similar programs.We know from experience that a mistake by a developerwill not usually affect a single input point, but a wholeset. If the mistake is made, the whole set of pointsbecomes a failure region; if not, the failure region will notbe there. So, a simple model assumes a fixed (potentiallyhuge) set of possible failure regions, corresponding to themistakes that developers may make. The accidental errorsin the design process select some of these failure regions,at random. We characterize each "potential failure region"by its probability (shorthand for the probability of thatfailure region actually being in the program), and its sizeor failure rate (shorthand for the decrease in the program’sfailure rate achieved by a fix that turns all and only thepoints in that failure regions into success points). So, forinstance, we may talk about a "large, improbable" failureregion to mean a failure region that is unlikely to bepresent, but if present causes frequent failures in operation.In our examples, we will make a series of assumptionsto keep our models tractable, especially when numericalsolutions are needed:-there is a finite number N of classes of possible failureregions: class i has ni elements, each of size qi andwith probability pi. This is not overly restrictive, butin practice we will use small values for N and each nito keep our examples tractable. Such assumptions seemacceptable approximations for scenarios like thosefound in simple, safety critical software, with gooddevelopment quality, in which one may expect mostprograms to have very few defects: although manyother failure regions might be present in theory, only afew have a high enough probability to affect thestatistics of the developed programs;-the possible failure regions are disjoint, so that thefailure rate of the program is the sum of the sizes of its

4failure regions. This is not true in practice, but again,it should be a realistic approximation for cases inwhich few, small failure regions are usually present.We also assume that the presence of a failure region (or,equivalently, the mistake that causes it to be present) isstatistically independent of the presence of any other. Thisis as though the design team tossed dice, for each failureregion to decide whether to insert it or not.2.3.˚Model of the testing and fixing processDuring testing, any detected failure is followed by anattempt to identify its cause and remove it by fixing thesoftware. We use the following simplifying assumptions,common to most existing models of testing:-each successive test selection is independent of all theones preceding it and chosen according to the sameprobability distribution;-failures (resp. successes) are always recognized asfailures (resp. successes). In the jargon of testingresearch this is called the perfect oracle assumption;-when a failure happens, the testers deterministicallychange the code so as to remove that failure region,among the collection we specified before, to which thetest input that caused the failure belongs. So, we ignorethe fact that in reality different testers may applydifferent fixes, even when responding to identical testfailures (perfect and identical fixes).Our models are heavily stylized descriptions of reality(see e.g. [9, 8] for a discussion of why they may not beverified in practice). Yet, we are not using them fordetailed predictions, but for pointing at the existence ofphenomena that are usually ignored. So, they will sufficeas long as the phenomena we demonstrate are not aconsequence of those specific assumptions that areunrealistic.didetection rate in debug testing for each failureregion of class i dvalue of di when it is assumed to be the same forall failure regions

E(X)expected value (mean) of a random variable X ninumber of possible failure regions in the i-thclass (i=1,...,N)

Nnumber of classes of possible failure regions piprobability that one failure region of class i isactually present in a randomly chosen program

P(A)probability of an event A qifailure rate in actual operation for each failureregion of class i tnumber of tests performed

Q"Failure rate" of a program: probability of itfailing on an input chosen at random accordingto the probability with which it will occur inoperation in the environment of interest

Q o (t) orQo, Qd(t)or Qd’failure rate’ of a program after t tests have beenrun and all defects found have been corrected,with operational and debug testing respectively

Abbreviations used in this article3.˚Testing without subdomainsHere, we consider the case in which the debugger doesnot divide the input space into subdomains but uses somekind of heuristic to seek those input points that are morelikely to be failure points. We focus on a case in whichthe debugger�s detection rate is the same for each of theprogram�s failure regions: di=d for every i. We do notbelieve this to be a "typical" situation: we think there isno empirical basis for believing that a "typical" situationexists, common to all practical industrial contexts.However, this scenario produces examples which are worthstudying. In reality, we would expect di to be highlyvariable, and it might be either positively or negativelycorrelated with the failure rates of the failure regions,depending on the testers and the program types. Assumingit constant (as other authors have done before us) is thesimplest case for a first mathematical analysis.3.1.˚One class of failure regionsLet us assume that there is only one class of potentialfailure regions. All regions have the same probability ofbeing actually present and the same failure rate inoperation: N=1, q1=q, p1=p, n1=n, and Q can thus onlytake values in the set: {0, q, 2q,...nq}.3.1.1.˚Deriving the probability distribution ofthe failure rate Q after testingWe briefly show how to obtain the distribution of thefailure probability Q after t tests. Since Q equals thenumber r of failure regions left in the program times theirindividual failure rate, q, it is sufficient to compute theprobability of each possible value of r. So, for debugtesting, after t tests:P(Qd=r q)˚=˚P(r failure regions in the program)=

kr=�n

P(r failure regions | k failure regions beforetesting)˚P(k failure regions before testing)The rightmost term represents a binomial distribution:P(k failure regions before testing)=

nkk n kp 1 p�Ł�ł� � -( ) -

,and the other term in each product is:P(r failure regions | k failure regions before testing)=�a=0t˚ P(r failure regions | a test hits, k failure regionsbefore testing)˚P(a test hits | k failure regionsbefore testing)(where a "test hit" is defined as a test hitting a point inone of the failure regions initially present). In their turn,the two terms in this sum can be written as:P(a test hits | k failure regions before testing)=

tk d 1 k d ta a a�Ł� �ł� � �( ) - �( ) -

5(another binomial distribution) and ([11], vol. 3, p. 60):P(r failure regions | a test hits, k failure regions beforetesting)=

krkrx1rxkx( 1)�Ł� �ł� � � -�Ł� �ł� � - +�Ł� �ł�-�=-x 0k r a

For operational testing, the only change is that theprobability of finding a failure region is q instead of d:P(Qo=rq)=

xx0kr0tkrntnk( 1)k q 1 k q p 1 pk rx 1 r xkt nk k-� �( ) - �( ) -( )� -�Ł� �ł� � - +�Ł� �ł�ØºŒ øßœ �Ł� �ł� � � �Ł� �ł� � �=-== - -aa a aa

The means of these two distributions are easily derived:Q is the sum of n random variables, each representing thecontribution of one of the potential failure regions. Withdebug testing, after t tests the program contains on averagenp (1-d)t failure regions, thus the expected failure rate is:E(Qd)=

qnp(1d)� � � - t

With operational testing, this becomes:E(Qo)=

qnp(1q)� � � - t

With many classes of failure regions, the expressions ofthese probability distributions become more complex. Inpractice, we evaluated the probabilities of all possible setsof remaining failure regions incrementally throughsuccessive steps in testing, finding this more efficient thanevaluating these analytical expressions.3.1.2.˚Implications with one class of failureregionsWith just one class of failure regions, all with the samep, q, and d, we obtain the trivial result that debug testingis better than operational testing iff d>q. By "better" wemean that for each q, P(Qo‡q )‡P(Qd‡q ), which, in thiscase, is equivalent to saying that E(Q o ) ‡ E ( Q d ). So, them e t h o d w i t h t h e b e t t e r v a l u e o f E ( Q ) i s a l s o t h e "stochastically better" method. Notice that this superiorityholds for each possible program in the population. Later,under different assumptions, we will see that E(Qo)‡E(Qd)does not necessarily imply P(Qo‡q)‡P(Qd‡q) for every q:therefore we will not be able to assess a method as beingbetter than the other on every program in the population.We will show examples in which E(Qo ) > > E ( Q d ) but thed e b u g g e r p e r f o r m s p a r t i c u l a r l y b a d l y o n a s u b s e t o f programs, so that P(Qd‡q)>>P(Qo‡q) (where q>>E(Qd) ).3.2.˚Allowing for failure regions of different sizesIn general, potential failure regions may differ both intheir "sizes" (failure rates in actual operation) and their"probabilities" (of being actually present in a randomlyselected program).Without loss of generality, we order the failure regionclasses by "size", so that q1 > q 2 . . . > q N . O b v i o u s l y t h e detection rates of a failure region of class i during testingare qiandd,respectively,foroperationalanddebugtesting.If d>qi for all i, a debugging approach performs better thanthe operational approach on each failure region, therefore itdelivers, stochastically, better reliability for any programfrom the population: for any given q, P(Qo‡q)>P(Qd‡q).The opposite holds if d < q i for all i . The non-trivial andi n t e r e s t i n g c a s e i s t h a t i n w h i c h t h e r e a r e b o t h " l a r g e " f a i l u r e r e g i o n s f o r w h i c h o p e r a t i o n a l t e s t i n g i s m o r e suitable (qi> d ), and "small" ones for which debug testingis more suitable (qi< d ). Then, it is possible to have somep r o g r a m s i n o u r p o p u l a t i o n f o r w h i c h d e b u g t e s t i n g i s more appropriate, and others for which operational testingis more appropriate. In what follows we consider this non-trivial case, in which q1>d>qN.3.2.1.˚Comparing the expected values of thefailure rate after testingFor a potential failure region to be present as an actualfailure region after a program has been tested, it must havebeen present before testing, and no test must have hit itspoints. The joint probability of these two independentevents is pi ( 1 - d ) t for debug testing and p i ˚ ( 1 - q i) t foroperational testing. On average, the debugged programcontains ni˚ p i ˚ (1-d)t and ni˚ p i ˚ (1-qi)t failure regions of classi respectively for debug testing and for operational testing.Thus, the expected failure rates after t tests are:E(Qo)=

in p q (1 q )i� � � -� t

E(Qd)=

in p q (1 d)� � � -� t

Asymptotically, as t t e n d s t o i n f i n i t y , b o t h m e a n s approach 0, but debug testing guarantees a better expectedfailure rate after testing. That is, after t exceeds a certainthreshold value, we have E(Qd ) < E ( Q o ) . I n f a c t , a s tincreases, E(Q o ) d e c r e a s e s a s

Ct1� -(1 q )N

and E(Qd )decreases as

Ct2� -(1 d)

with d > qN ( w h e r e C 1 =

Nn p q� �

and C 2 =

in p q� �

, both constant values)1 . I n t u i t i v e l y , knowing that debug testing has the same detection efficacyf o r a l l f a i l u r e r e g i o n s , w e e x p e c t E ( Qd ) t o " r e g u l a r l y " decrease towards zero as t increases. On the other hand,operational testing is likely to find first, and much soonerthan debug testing, the large failure regions, so that E(Qo)d e c r e a s e s f a s t e r t h a n E d ( Q ) in the earlier stages of thet e s t i n g . T h e p r o b l e m , f o r o p e r a t i o n a l t e s t i n g , i s f i n d i n g the small failure regions when the large ones are likely tohaveallbeenremoved.The effectiveness of a testing method at the beginningo f t e s t i n g c a n b e m e a s u r e d b y t h e e x p e c t e d r e l i a b i l i t y i m p r o v e m e n t a c h i e v e d b y t h e f i r s t t e s t . T h i s i s

di i in p q� � �

for debug testing and

i2n p q� �

foroperational testing. As a more intuitive measure of"relative effectiveness", we will use the ratio between thisexpected reliability improvements and the mean failure rate

1This is obvious for E(Q d), and proven for E(Qo) by the factthat

lim()()t i i i itNNN Ntn p q qn p q qfi¥ � -� - =� 11 1

6before testing:

d d i i i i i i

n p q n p q

� � �

� � = �

for debug testing and

iii2iiin p qn p q� � �

for operational testing.If

di i i2i i in p qn p q< � � �

there is a first stage of the testing inwhich operational testing gives a better mean value for theachieved Q, and a later phase in which E(Qd ) < E ( Q o ) ; otherwise E(Qd)<E(Qo) for every t.Example 1: We choose N=2, n 1 = 1 0 , n 2 =20, p 1 = 0 . 1 , p 2 = 0 . 9 , q 1 = 2 ˚ 1 0 -3 , q 2 = 2 ˚ 1 0 -5 . T h e d e t e c t i o n r a t e i s d=1.35˚ 10-4 . With this value for d , t h e t w o a p p r o a c h e s p r o d u c e t h e s a m e m e a n f o r Q after 16384 tests:E(Qo(t=16384))=E(Qd(t=16384)).The probability of hitting a failure region at the firstt e s t i s 0 . 0 0 2 3 6 f o r o p e r a t i o n a l t e s t i n g , vs. 0.00256 fordebug testing; but the expected relative decreases in failurerate from the first test are

d= � -1 35 10 4.

, and

i2in p qn p q� � �

=1.7Æ10-3, respectively. This example illustrateshow the probability of finding at least one failure region,or similar measures proposed in the literature, are badindices of how well a testing method improves reliability.After about 1000-2000 tests, operational testing islikely to have found all the large failure regions of the"average" program. At this point, the average failure rateis about ten times better than in the non-tested programsor the debug-tested programs. Operational testing will findone of the remaining small regions with probability2˚ 10-5 p e r t e s t , s o t h e r e l i a b i l i t y i m p r o v e m e n t b e c o m e s m u c h s l o w e r t h a n f o r d e b u g t e s t i n g , f o r w h i c h t h i s probability is about ten times higher.

t050001

1042

104E(Qd)E(Qo)

dashed line: operational testingsolid line : debug testing510

40.0010.00150.0020Figure 2. Evolution of E(Qd ) a n d E ( Q o ) . 3.2.2.˚The probability distribution of thefailure rate after testingThe comparison between test methods becomes morecomplex if we consider the distributions of Qo and Q d, ino r d e r t o a n s w e r q u e s t i o n s l i k e " w h a t i s t h e p r o b a b i l i t y t h a t , a t t h e e n d o f t e s t i n g , a p r o g r a m h a s a c h i e v e d o r exceeded a reliability target, expressed as a target failurerate qt?", that is, "what are P(Q o£qt) and P(Q d£qt)?". Weagain refer to Example 1, and show other properties of thedistribution of Q.

00.20.40.60.8100.0010.0020.0030.004qt=0t=4096t=8192t=16384from left to right: t=4096, t=8192, t=16384

dashed line: operational testingsolid line : debug testing

00.20.40.60.81t=3276800.0010.0020.0030.004qdashed line: operational testingsolid line : debug testingFigure 3. Cumulative distribution functionsof the failure rate Q. The curves show thesituation before testing (t=0: the dashedand solid lines are identical), and to threestages in the testing: before, at, and (lowerfigure) after the crossover point of themean values of Q (cf. Fig 2). The large"steps" are an artefact of our assuming asmall number of potential failure regions.Figure 3 shows the cumulative probability distributionsP(Qo d t=8192(when operational testing delivers a better expected failurerate), t=16384 (when the two approaches deliver the sameexpected failure rate) and t=32768 (when debug testingdelivers a better expected failure rate).As shown in Fig. 3, P(Qo -4 t Q=4˚ 10-4

7number oftestsE(Qo)E(Qd)P ( Q o |‡ 3 10- 4 ) : w o r s e t h a n E ( Qd ( t=16384) )P ( Q d ‡ 3 10-4) : w o r s e t h a n E(Qd ( t=16384) )P ( Q o ‡2 10-3)(at least 1 largefailure region inthe program)P(Qd ‡ 2 10-3)(at least 1 largefailure region inthe program)

t = 02 . 3 6 1 0 - 3 2 . 3 6 1 0 - 3 0 . 9 8 50 . 9 8 50 . 6 5 10 . 6 5 1t = 8 1 9 23 . 0 6 1 0 - 4 7 . 8 2 1 0 - 4 0 . 4 7 30 . 2 8 67 . 5 5 6 1 0 - 8 0 . 2 8 6t = 1 6 3 8 42 . 5 9 1 0 - 4 2 . 5 9 1 0 - 4 0 . 1 1 60 . 1 0 5< < 1 0 - 1 5 0 . 1 0 5t = 3 2 7 6 81 . 8 6 1 0 - 4 2 . 8 5 1 0 - 5 0 . 0 0 2 50 . 0 1 2~ 00 . 0 1 2Table 1. Example 1 (testing without subdomains): some probabilities from thedistributions of Qo a n d Q d .failure rate possible if no large failure region is present,given by n2=20 "small" failure regions, each contributinga failure rate q2=2˚ 10-5). On the other hand, "debug-tested"programs have a non-negligible probability of containingsome "large" failure region, even after their average failurer a t e h a s d r o p p e d b e l o w t h a t a c h i e v e d b y o p e r a t i o n a l testing.Some interesting facts are summarized in Table 1:•"on average", operational testing is better than debugtesting (E(Qo)<E(Qd)) for t<16384; for t>16384, debugtesting is better (E(Qo)>E(Qd));•for t=16384, both methods deliver a mean failure ratewhich is about ten times better than the mean beforetesting. However, debug testing leaves a large amountof variation among programs in the population, whileoperational testing almost eliminates this variation.About 10% of the "debug-tested" programs still haveone or more "large" failure regions (i.e., a failure ratecomparable to the mean before testing) while thispercentage is negligible for operational testing;•for t=32768, E(Qd ) is 84 times smaller than the meanb e f o r e t e s t i n g a n d 7 t i m e s s m a l l e r t h a n E ( Q o ) . S t i l l , about 1.2% of "debug-tested" programs have a failurer a t e t h a t i s w o r s e t h a n t h e m e a n b e f o r e t e s t i n g ; t h i s percentage is negligible for operational testing.W e a l s o o b s e r v e d t h a t o p e r a t i o n a l t e s t i n g a c h i e v e s a consistently narrower distribution of the failure rate thand e b u g t e s t i n g . F o r i n s t a n c e , t h e p r o b a b i l i t y o f a f a i l u r e r a t e w o r s e t h a n t w i c e t h e m e a n f a i l u r e r a t e i s a l w a y s higher with debug testing than with operational testing.4.˚Testing with subdomainsWe now consider the case in which the debuggersubdivides the input domain into sets (subdomains),according to some similarity criterion. With the idealchoice of subdomains, each subdomain is such that eitherthe program fails on all its points or on none of them(homogeneous subdomains [2]). If the debugger has theability to produce homogeneous subdomains, it is enoughto test one representative input from each subdomain.Here, we assume this "ideal" debugger, and show that,even under this assumption, there may be cases in whichoperational testing is preferable to debug testing.The "ideal" debugger guesses exactly where all thepotential failure regions are. He/she defines homogeneoussubdomains so that each coincides with a potential failureregion, plus a subdomain for those input points, if any,that cannot belong to any failure region (due to ourassumption of non-overlapping failure regions, thesesubdomains form a partition over the input space). He/shethen chooses each successive test from a new (randomlyand uniformly chosen) subdomain in this set of

niiN=�1

"interesting" subdomains.This models a debugger with perfect information aboutwhere the failure regions may be, but no informationabout their sizes (qi ) and about their probabilities (pi ) o f being actually present in a given program.O b v i o u s l y , i f a n y p r o g r a m f r o m o u r p o p u l a t i o n i s s u b j e c t e d t o a n u m b e r o f t e s t s t ‡

, all its failureregions will be removed. Besides, if

1n qjjN i=� >

for all i,debug testing has a higher probability than operationaltesting of finding any given failure region: it thus deliversstochastically better reliability, for every program from thepopulation. We are more interested in the other cases, inwhich the number of potential failure regions, and thus thenumber of subdomains, is very high, so that:a)it is not possible to test every subdomain (

tniiN<=�1

),b)there are some large failure regions for which, at leastat an early stage, operational testing is moreappropriate than debug testing ( i.e. for some j,

qnj i>�1

).Conditions a) and b) seem realistic in most practicalsituations.We again use an example to compare the two testingapproaches and show some statistical properties of thedistribution of Q. Generating examples with manypotential failure regions has prohibitive computationalcosts, so we choose t and the qi so as to verify conditionsa ) a n d b ) e v e n w i t h f e w p o t e n t i a l f a i l u r e r e g i o n s . T h i s example is not realistic in practice but it can be seen as a"scaled down" version of realistic situations, and offerssome insight into the conditions under which operationalt e s t i n g c o u l d b e m o r e e f f e c t i v e t h a n e v e n a n " i d e a l debugger" with homogeneous subdomains.

84.1.˚Comparing the expected values of the failurerate after testingThe probability that a potential failure region of class iis actually present, and remains in a debug-tested programafter t tests, is the product,

p1ni i� -�Ł� �ł� t

. After t tests:E(Qd)=

1i i i in n p q-�Ł� �ł� � � �t

, for debug testing, vs. :E(Qo)=

in p q (1 q )i� � � -� t

for operational testing.

0204000.020.040.060.080.1tE(Qd)E(Qo)dashed line: operational testingsolid line : debug testingFigure 4. Subdomain testing: evolution ofE(Qo ) a n d E ( Q d ) as t i n c r e a s e s . E(Q d ) decreases linearly to zero as t increases to

n i�

;instead, E(Qo ) > 0 f o r e v e r y t . T h u s , d e b u g t e s t i n g guarantees a better expected value, if enough tests are run.On the other hand, operational testing may give a betterexpected Q in the early stages of testing, thanks to itsability to find the large failure regions first.Example 2: We choose N=2, n1 = 1 0 , n 2 =42, p 1 = 0 . 1 , p 2 =0.5, q1 = 8 ˚ 1 0 -2 , q 2 = 1 0 -3 . After 52 tests, the debuggerhas removed all the failure regions from any program fromthe population, thus it is interesting to compare the twomethods for t<52. Debug testing and operational testingproduce the same average failure rate for t=40.The probability of hitting a failure region at the firsttest is 0.1 for operational testing vs. 0.423 for debugtesting. However, operational testing is more than threetimes more effective (at the first test) than debug testingfrom the reliability point of view, i.e.

1 in�

=1.9 10-2 and

i i i 2 i i i

n p q n p q� � � �

=6.4 10-2. Figure 4 compares E(Qo) and E(Q d)a s f u n c t i o n s o f t . One can see that operational testingdelivers a better expected failure rate for t<40.4.2.˚The probability distribution of the failurerate after testingWe now study the distributions of Qo and Q d in thise x a m p l e . F i g u r e 5 s h o w s t h e c u m u l a t i v e p r o b a b i l i t y distributions P(Qo£q) and P(Qd£q), as functions of q , fort = 0 ( b e f o r e t e s t i n g ) , t = 3 2 ( w h e n o p e r a t i o n a l t e s t i n g delivers a better expected failure rate), t=40 (when the twoapproaches deliver the same expected failure rate) and t=48(when debug testing delivers a better expected failure rate).The interpretation of these graphs is exactly the same asfor Figure 3. P(Q£8˚ 10-2) represents the probability that arandomly selected program contains at most 1 large failureregion, P(Q£1.6˚ 10-1) is the probability that it contains atm o s t t w o l a r g e f a i l u r e r e g i o n s , a n d s o o n . T h e considerations we can make about figure 5 are very similarto those made in Section 3 about operational testing vs.debug testing without subdomains.

00.20.40.60.8100.050.10.150.20.25qt=40t=0t=32t=32t=40dashed line: operational testingsolid line : debug testing00.20.40.60.81

00.050.10.15qt=48dashed line: operational testingsolid line : debug testingFigure 5. Cumulative distribution functionsof the failure rate Q, before testing andthen at three stages in the testing: before,at, and (lower figure) after the crossoverpoint of the mean values (cf. Fig 4).Some interesting facts are summarized in Table 2:•for t<40, E(Qo Q Qo Q •for t

9"large" failure region (so their failure rate is comparableto the mean before testing), and 2% at least two "large"failure regions, while these percentages are respectively3.5% and 0.042% for operational testing.•for t=48, the expected failure rate obtained with debugtesting is much smaller than with operational testing.Nevertheless, about 6 % of the "debug-tested" programscontain at least one large failure region (vs. only 1.9%for operational testing).As for Example 1, the probability of a failure rateworse than twice the mean failure rate is constantly higherwith debug testing than with operational testing.5.˚ Considerations on the distributionof the failure rate before testingAs we said in section 1, one source of variation amongtest results is the variation among programs beforetesting.A testing method may be very good in improving thereliability of some programs and almost ineffective forothers. In our examples, we assumed the presence of eachfailure region to be independent of the presence of anyother failure region. The number of failure regions of anygiven class thus has a binomial distribution.In this section we address two possible doubts:1.do we need explicitly to model the variation amongprograms? For instance, could we simply assume thatthe program under test is the "average" program in thepopulation of interest?2.how would our observations change if the variation offailure rates before testing were greater (or smaller) thanin our model? For instance, we could have positivecorrelation among the presence of certain failure regions(i.e. a programmer who makes a certain mistake is alsolikely to make some other mistakes of the same type).We refer to Example 1 (Section 3), and consider threedifferent scenarios, with identical expected failure ratesafter any number t of tests, but characterized byincreasingly varied populations of programs:a)all programs tested are identical to the "average"program from the distribution in Example 1, withexactly ni¥ pi failure regions from each class i: there isn o v a r i a t i o n ( b e f o r e t e s t i n g ) a m o n g p r o g r a m s i n t h e population;b)our assumptions in Section 3 are true: the number offailure regions in each class has binomial distribution;c)each program either contains 10 "large" failure regions(with probability 0.1) or none (with probability 0.9);this is an extreme case in which there is the greatestvariation possible over the population of programs.Table 3 shows some meaningful steps in the evolutionof the reliability of randomly chosen programs under thethree different assumptions. The testing regimes compareda r e o p e r a t i o n a l t e s t i n g a n d d e b u g t e s t i n g w i t h o u t s u b d o m a i n s ( a s m o d e l l e d i n S e c t i o n 3 ) . C l e a r l y , t h e d i s t r i b u t i o n o f Q before testing greatly affects thedistribution after testing. The average results are the samefor all distributions of programs; the interesting data in thetable are the probabilities of a high failure rate after t tests.Two phenomena are of interest: how the chosendistributions of programs affects these probabilities, for agiven testing method, and how it affects the relativeadvantage of one method over the other. For instance, weobserve that operational testing achieves very similarresults for the three distributions, and its advantage overdebug testing increases from case a) to case c). For debugtesting, the inadequacy in improving the worse programsin the population gets worse from case a) to case c).number oftestsE(Qo)E(Qd)P ( Q o ‡ 8 10- 2 ) : a t l e a s t 1 l a r g e failure region leftP ( Qd ‡ 8 10- 2 ) :a t l e a s t 1 l a r g e failure region leftP ( Qo‡ 1.6 10- 1 ) : a t l e a s t 2 l a r g e failure regionsP ( Qd‡ 1.6 10- 1 ) : a t l e a s t 2 l a r g e failure regions

t = 0 0 . 1 0 . 1 0 . 6 5 0 . 6 5 0 . 2 6 0 . 2 6t = 3 22 . 6 1 0 - 2 3 . 9 1 0 - 2 6 . 8 1 0 - 2 3 . 3 1 0 - 1 1 . 6 2 1 0 - 3 5 . 3 1 0 - 2t = 4 02 . 3 1 0 - 2 2 . 3 1 0 - 2 3 . 5 1 0 - 2 2 . 1 1 0 - 1 4 . 2 1 0 - 4 2 10- 2t = 4 82 . 1 1 0 - 2 7 . 8 1 0 - 3 1 . 9 1 0 - 2 6 . 1 1 0 - 2 1 10- 4 2 10- 3Table 2. Example 2 (testing with "ideal" subdomains): some probabilities from thedistributions of Qo a n d Q d .a) "average" programb) "independent" failure regionsc) "extreme" distribution

numberof testsP(Qo‡E(Q(t=0)))P(Qd‡E(Q(t=0)))P(Qo‡E(Q(t=0)))P(Qd‡E(Q(t=0)))P(Qo‡4 10-3)P(Qd‡4 10-3)P(Qo‡4 10-3)P(Qd‡4 10-3)

t = 0 110 . 5 2 6 0 . 5 2 6 0 . 2 6 4 0 . 2 6 4 0 . 1 0 . 1t = 4 0 9 66 . 2 1 0 - 5 2 . 7 1 0 - 5 8 . 5 1 0 - 5 0 . 1 13 . 3 8 1 0 - 8 0 . 1 13 . 3 1 0 - 7 0 . 0 9 9 7t = 8 1 9 23 . 9 1 0 - 9 7 . 5 1 0 - 1 0 8 . 7 1 0 - 9 0 . 0 4 13 10- 1 4 0 . 0 4 13 10- 1 4 0 . 0 8 9t = 1 6 3 8 4< 10- 1 6 1 . 9 1 0 - 1 3 < 10- 1 6 5 10- 3 < 10- 1 6 5 . 1 1 0 - 3 < 10- 1 6 0 . 0 3t = 3 2 7 6 8< 10- 1 6 3 . 8 1 0 - 1 5 < 10- 1 6 6 10- 5 < 10- 1 6 6 . 5 1 0 - 5 < 10- 1 6 6.1 10- 4Table 3. Performance of two testing methods on different populations of programs.

106.˚ConclusionsWe have studied, under various assumptions, theeffectiveness of testing in improving program reliability.While previous studies assumed a known program withknown faults, we studied the reliability that can beachieved given that the program under test is only knownin a probabilistic sense, as being the product of a knownprocess.We only showed the behaviors of a few examples, soany generalisation from these examples must be taken as asimple conjecture. However, these conjectures seemcorrect on the basis of physical intuition, and thus deservefurther investigation:-the variation in the results of a production processimplies variation in the results of testing as well, andproject decisions must take this into account;-operational testing may offer great advantages if themain concern is predictability of the quality of deliveredprograms, by being more efficient at pruning the "tail"of extremely unreliable programs;-operational testing offers these advantages even inmany situations in which other testing methods providebetter reliability on average.Which method is actually most effective in a givenpractical situation cannot be decided by mathematicalanalysis only: empirical measurements are needed to decidewhich model assumptions are verified in that situation,and to estimate the values of the parameters. However, foroperational testing not to have the above advantages itseems necessary that the chosen "debug testing" method beconsistently superior to operational testing for everypossible failure region.We have ignored the cost of tests and the cost of fixes:we only compared the reliability achieved by differentmethods after a given number of tests (and the fixes thatthese tests may have prompted). Considering such costs,in situations where budget is the main limiting factor,would improve the position of those methods that can bemore completely automated, and those that require fixingfewer faults to achieve a given reliability. Both factorsseem to further favor operational testing.We have also shown that under this model, as underprevious ones, the best choice of testing methods shouldbe expected to vary not only between different projects,but also during the evolution of a single program.A necessary next step is to transform our conjecturesinto theorems that are true under usefully wide classes ofhypotheses, or to disprove them. An immediate use of ourexamples is in avoiding wrong "common sense"judgements by providing counterexamples. Practicalapplications of these more general theorems (which wehope to produce) to project management must depend onverifying which hypotheses (on the distributions of failurerates from individual failure regions, and on the strengthsand weaknesses of human testers) apply in differentindustrial environments and project phases. Our modelspoint at the kind of data to be collected and hypotheses tobe tested, and may support statistical inference to correctlyestimate the model parameters from the data.AcknowledgementsThis research was funded in part by the EuropeanCommission via the "OLOS" research network and theESPRIT Long Term Research Project 20072 "DeVa", andby the U.K. Engineering and Physical Sciences ResearchCouncil within project DISCS (grant GR/L07673). Theauthors are indebted to David Wright for his advice andcomments.References[1] J. Duran and S. Ntafos, "An evaluation of random testing",IEEE TSE, 10, pp. 438-444, 1984.[2] D. Hamlet and R. Taylor, "Partition testing does notinspire confidence", IEEE TSE, 16, pp. 1402-1411,1990.[3] B. Jeng and E. J. Weyuker, "Analyzing partition testingstrategies", IEEE TSE, 17, pp. 703-711, 1991.[4] T. Y. Chen and Y. T. Yu, "On the expected number offailures detected by subdomain testing and randomtesting", 22, pp. 109-119, 1996.[5] W. E. Wong, J. R. Horgan, S. London and A. P. Mathur,"Effect of test set size and block coverage on the faultdetection effectiveness", SERC Technical Report SERC-TR-153-P, 1994.[6] P. G. Frankl and S. N. Weiss, "An experimentalcomparison of the effectiveness of branch testing anddata flow testing", IEEE TSE, 19, pp. 774-787, 1993.[7] P. Frankl and E. J. Weyuker, "A formal analysis of thefault-detecting ability of testing methods", IEEE TSE,19, pp. 962-975, 1993.[8] P. Frankl, D. Hamlet, B. Littlewood and L. Strigini,"Choosing a Testing Method to Deliver Reliability", inProc. 19th International Conference on SoftwareEngineering (ICSE’97), 1997, pp. 68-78.[9] P. Frankl, D. Hamlet, B. Littlewood and L. Strigini,"Evaluating testing methods by delivered reliability",IEEE TSE, to appear, 1998.[10] N. Li and Y. K. Malaiya, "On Input Profile Selection forSoftware Testing", in Proc. 5th Intl Symposium onSoftware Reliability Engineering, ISSRE’94, 1994, pp.196-205.[11] W. Feller, "An Introduction to Probability Theory and itsApplication", Wiley, 1968.